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@HeyEddie on the Twitters
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https://BadFi.com
https://CommunicaONE.com/blog

—Irst TNiNg's First

Native support for RF Monitor mode e No Native support for RF Monitor mode

® Requires 3rd Party software like Wireshark, Omnipeek,

Requires 3rd party software Wireshark, Airtool, etc. _ ,
Commview for WiFl, etc.

Hardware: Internal NIC, Sidekick, and now WLAN P! * REQUIRES hardware like Netgear A6210, Sidekick, and now

WLAN PI!
Only option for multi-channel capture is Ekahau

Sidekick (up to two channels) ® /t'$ gonna co$t you $omething

® [here are options available for multi-channel capture

© OTHER OPTIONS: hitps.//badfi.com/blog/2018/6/14/
options-for-wireless-packet-capture-in-windows



https://badfi.com/blog/2018/6/14/options-for-wireless-packet-capture-in-windows
https://badfi.com/blog/2018/6/14/options-for-wireless-packet-capture-in-windows
https://badfi.com/blog/2018/6/14/options-for-wireless-packet-capture-in-windows

#1 Custom Proftiles

M Wireshark - Configuration Profiles

® Preset profiles with your favorite settings

Default

® Have Wireshark ready to go for the specific gfﬂgmh

task at hand Classic
Bluetooth
Classic

® See just what you want to see New profile

Created from default settings

Cancel
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Time
0.000147
0.008024
0.043049
0.000006
0.000408
0.000350
0.011648
0.000005
0.000393
0.000284
0.026111
0.000006
0.000105
0.000473
0.027634
() 00000

Delta

0.000147
0.008024
0.043049
0.000006
0.000408
0.000350
0.011648
0.000005
0.000393
0.000284
0.026111
0.000006
0.000105
0.000473
0.027634
) 0000

379

SA

ArubaNet al:1e:b4
Technico_ch:2f:2f

ArubaNet e0:2c:bl
ArubaNet e0:2c:b2
ArubaNet e0:2c:b3

AP-224

ArubaNet al:1le:bl
ArubaNet al:le:b2
ArubaNet_al:1e:b3
ArubaNet al:1le:b4
ArubaNet e0:2c:bl
ArubaNet e0:2c:b2
ArubaNet e0:2c:b3

AP-224

ArubaNet al:1le:bl

A q I\ E

DA

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

PHY type
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
802.11a
R(]

Frame

Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon
Beacon

A Retry

-81 dBm

Duration

> O O OO O COCOI=IO OO0 OO0 0 OO

Size

PR ———

170358
170761
173867
174171
174539
174899
177670
177973
178352
178723
181829
182133

182501
182861
183216

Priority

® Know what your looking at

® Choose the columns you want to see

® Create your own columns

12.0

#2 Columns that MAT TER

36

Duration

P

232us
488us
424us
188us
232us
228us
424us
188us
240ps
232us
424us
188us
232us
228us
424us

) )
afs

SSID

COFE

VirusServer-5G

b7¢8238106940fd5b5174¢83

COFE-Guest

COFE-Devices

COFE

b7¢8238106940fd5b5174¢83

COFE-Guest

COFE-Devices

COFE

b7¢8238106940fd5b5174¢83

COFE-Guest

COFE-Devices

COFE

b7¢8238106940fd5b5174¢83
. - N




#3 Colorizing Packets (frames) \_(\V)_/

DA Frame letry RSSI
ZebraTec_91:8d:90 QOS Null

1SS Duration Size Priority Rate
-53 dBm 60 84 Best Effort (Best Effort) 6.0

| = 211

ntelCor_d4:df:c8

Ag'Dl'or

ZebraTec_95:d8:80 Broadcast Beacon -70 dBm 0 761 24.0

® Know what your looking at
® Based on Metageek Eye PA. color scheme
® Customize your own color palette

® |nstall pre-configured color palettes

Download over there & htips.//support.metageek.com/hc/en-us/articles/115013527388



https://support.metageek.com/hc/en-us/articles/115013527388

#4 Custom Display Filters

@ \Wireshark File Edit View Go Capture Analyze Statistics Telephony

Manage Display Filters
Manage Filter Expressions

F [BEACONS PROBES]: wlan.fc.type_subtype eq 8 or wlan.fc.type_subtype eq 4 or wlan.fc.ty|
/[ASSOC REQ/RESP]: wlan.fc.type_subtype eqg 0 or wlan.fc.type_subtype eq 1

¢ Cllentsx d / [DEAUTHS]: wlan.fc.type_subtype eq 12
- [DEVICE > FIREFLY]: wlan.addr == ¢
\ g —»{DEVICE > JAYNE]: wlan.addr == s
= MDEVICE > VERA]: wlan.addr == &= s =
[DISAASSOCIATION]: wlan.fc.type_subtype eq 10
[NO BEACONS PROBES]: not wlan.fc.type_subtype eq 4 and not wlan.fc.type_subtype eq &

[QOS]: wlan.qos.priority eq
[RETRIES]: wlan.fc.retry eq 1

® Frame types

e Group filters together

L e N

i T AT

Wireshark - Display Filter Reference: IEEE 802.11 wireless LAN: https://www.wireshark.org/docs/dfref/w/wlan.html



https://www.wireshark.org/docs/dfref/w/wlan.html

FIND

;| COFE.pcapng

Packet details - Narrow & Wide
1 0.02392 0.00232 6:ce::f:aa:82 ? | | o Brnadc | - 12.0 N 3 - T
19 0.012058 0.012058 86:ce:54:f9:aa:82 Broadcast 12.0 36
20 0.001077 0.001077 3a:43:87:d7:d2:99 Broadcast 6.0 36
21 0.000271 0.000271 ArubaNet_al:le:b?2 3a:43:87:d7:d2:99 2.0 36

22 0.000358 0.000358 ArubaNet_ Ell'lE'b3 3a

ANAIATAWIA ANATATAWIA 4

Frame 22: 346 bytes on wire (2 768_b|t5) 346 bytes captured (2768 bits) on i f Wireshark can find pretty much anythlng
Radiotap Header vO, Length 56
802.11 radio information e

@
IEEE 802.11 Probe Response, Flags: ........ C 56/CTRL + F
IEEE 802.11 wireless LAN

Fixed parameters (12 bytes)
TSP ASA T R

® Choose where to search

%8 48, 54, [Mbit/sec]



#6
Custom Name
Resolution

AP-224 (18:64:72:e0:2c:b4) (TA)  FIREFLY (38:53:9c:a6:86:2a) (RA)
FIREFLY AP-224

e Name your clients for easy viewing
® Name your APs so you know it's the right one

® [t’s just plain convenient

1339 dE:E:E:EE:E—: Bmaﬂ |




#7 Save that Frame!

(Selecting, exporting, & commenting on frames/packets.)

e Save only the frames you want
e Comment of specific frames (only supported in .pcapng format)

® Save for studying, later review, teaching, walking customer through flow, etc.

COFE.pcapng

¥ | EXxpression...

Comment Time Source Destination

This packet. . 000000 3a:43:87:d7:d2: Broadcast

_ .004830 Technico cb:2f: Broadcast

.018797 d2:68:93:e2:8c: Broadcast
That packet.

0

0

0

0.020478 3a:43:87:d7:d2: 2 Broadcast

0.027434 ArubaAHe_e0:2c: (18:64:72:e0:2c: ArubaAHe_al:l1le:b@ (f0:5c:19:
@.92?435 ArubaAHe_e0:2c: (18:64:72:€0:2c: ArubaAHe_al:le:b@ (f0:5c:19:
The other packet. 0.027436 ArubaAHe_e0:2c:bl (18: 3 :72:e0:2c: ArubaAHe_al:1le:b@ (f0:5c:19:
—0

0

.027554 ArubaAHe_e0:2c: (18:64:72:€0:2c: ArubaAHe_al:1le:b@ (f0:5c:19:
.027736 ArubaAHe_e0:2c: (18:64:72:€0:2c: ArubaAHe_al:le:b@ (f0:5c:19:

il
2
3
4
5
6
7i
3
9



#8 Craph ALL THE THINGS!

***}s9J9juUl DUSIPNY

@HeyEddie talking

® (Get a quick overview

® Filter for only frames that matter




—elpiul Links

Airtool by @AdrianGranados
https://www.adriangranados.com/apps/airtool

CWAP Certified Wireless Analysis Professional Official Study Guide (PW0-270)
https://www.amazon.com/Certified-Wireless-Analysis-Professional-Official-dp-0470/69033/dp/04 /0769033/ref=mt_paperback?
encoding=UTF8&me=&qid=1550449598

Options for Wireless Packet Capture in Windows
https://badfi.com/blog/2018/6/14/options-for-wireless-packet-capture-in-windows

Wireshark - Display Filter Reference: IEEE 802.11 wireless LAN
https://www.wireshark.org/docs/dfref/w/wlan.htmi

Wireshark Color Profile — MetaGeek Support
https://support.metageek.com/hc/en-us/articles/115013527388

Wireshark for Wireless LANs LivelLessons by Jerome Henry (@WirelessCCIE) & James Garringer (@JamesGarringer)
http://www.informit.com/store/wireshark-for-wireless-lans-livelessons-97/80134 767536

WLAN PI
https://www.wlanpi.com



https://www.adriangranados.com/apps/airtool
https://www.amazon.com/Certified-Wireless-Analysis-Professional-Official-dp-0470769033/dp/0470769033/ref=mt_paperback?_encoding=UTF8&me=&qid=1550449598
https://www.amazon.com/Certified-Wireless-Analysis-Professional-Official-dp-0470769033/dp/0470769033/ref=mt_paperback?_encoding=UTF8&me=&qid=1550449598
https://badfi.com/blog/2018/6/14/options-for-wireless-packet-capture-in-windows
https://www.wireshark.org/docs/dfref/w/wlan.html
https://support.metageek.com/hc/en-us/articles/115013527388
http://www.informit.com/store/wireshark-for-wireless-lans-livelessons-9780134767536
https://www.wlanpi.com

