
SHARK-FU(WIRE)

My  
Favorite  
Wireshark  
Customizations

or,



EDDIE FORERO 
COMMUNICAONE Inc. 
ACMX #365, CWNE #160 

@HeyEddie on the Twitters 

Doing the Blog thing at: 
BadFi.com 
CommunicaONE.com/blog

https://BadFi.com
https://CommunicaONE.com/blog


First Thing’s First

• Native support for RF Monitor mode 

• Requires 3rd party software Wireshark, Airtool, etc. 

• Hardware: Internal NIC, Sidekick, and now WLAN PI! 

• Only option for multi-channel capture is Ekahau 
Sidekick (up to two channels) 

• No Native support for RF Monitor mode  

• Requires 3rd Party software like Wireshark, Omnipeek, 
Commview for WiFI, etc. 

• REQUIRES hardware like Netgear A6210, Sidekick, and now 
WLAN PI! 

• It’$ gonna co$t you $omething 

• There are options available for multi-channel capture 

• OTHER OPTIONS: https://badfi.com/blog/2018/6/14/
options-for-wireless-packet-capture-in-windows

https://badfi.com/blog/2018/6/14/options-for-wireless-packet-capture-in-windows
https://badfi.com/blog/2018/6/14/options-for-wireless-packet-capture-in-windows
https://badfi.com/blog/2018/6/14/options-for-wireless-packet-capture-in-windows


#1 Custom Profiles

• Preset profiles with your favorite settings 

• Have Wireshark ready to go for the specific 
task at hand 

• See just what you want to see



#2 Columns that MATTER

• Know what your looking at 

• Choose the columns you want to see 

• Create your own columns



#3 Colorizing Packets (frames) ¯\_(ツ)_/¯ 

• Know what your looking at 

• Based on Metageek Eye P.A. color scheme 

• Customize your own color palette 

• Install pre-configured color palettes

https://support.metageek.com/hc/en-us/articles/115013527388Download over there 👉

https://support.metageek.com/hc/en-us/articles/115013527388


#4 Custom Display Filters

• Clients 

• Frame types 

• Group filters together

Wireshark · Display Filter Reference: IEEE 802.11 wireless LAN: https://www.wireshark.org/docs/dfref/w/wlan.html

https://www.wireshark.org/docs/dfref/w/wlan.html


#5 Search for Stuff  
         Make FIND Fun Again!

• Wireshark can find pretty much anything 

• ⌘/CTRL + F 

• Choose where to search



#6 
Custom Name 

Resolution
• Name your clients for easy viewing 

• Name your APs so you know it’s the right one 

• It’s just plain convenient



#7 Save that Frame! 
         (Selecting, exporting, & commenting on frames/packets.)

• Save only the frames you want 

• Comment of specific frames (only supported in .pcapng format) 

• Save for studying, later review, teaching, walking customer through flow, etc.
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#8 Graph ALL THE THINGS!

• Get a quick overview 

• Filter for only frames that matter 

@HeyEddie talking

A
udience interest…



Helpful Links
Airtool by @AdrianGranados 
https://www.adriangranados.com/apps/airtool 

CWAP Certified Wireless Analysis Professional Official Study Guide (PW0-270) 
https://www.amazon.com/Certified-Wireless-Analysis-Professional-Official-dp-0470769033/dp/0470769033/ref=mt_paperback?
_encoding=UTF8&me=&qid=1550449598 

Options for Wireless Packet Capture in Windows 
https://badfi.com/blog/2018/6/14/options-for-wireless-packet-capture-in-windows 

Wireshark · Display Filter Reference: IEEE 802.11 wireless LAN  
https://www.wireshark.org/docs/dfref/w/wlan.html 

Wireshark Color Profile – MetaGeek Support 
https://support.metageek.com/hc/en-us/articles/115013527388 

Wireshark for Wireless LANs LiveLessons by Jerome Henry (@WirelessCCIE) & James Garringer (@JamesGarringer)  
http://www.informit.com/store/wireshark-for-wireless-lans-livelessons-9780134767536 

WLAN PI 
https://www.wlanpi.com
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