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ntroduction

What is a wireless site survey? Seems like a pretty straight forward question until you hear someone ask

for a "predictive” survey. How does that work? how do you "predict" a survey? The truth is, there is no
such thing as a "predictive"” site survey. We can make a PLAN, or a Predictive DESIGN/MODEL. And
better yet, we can collect data before we start to better inform our predictive model.

Webster's Dictionary defines the word survey as:

survey (verb) sur-vey |\ sar-va, sor-va\

surveyed; surveying

transitive verb

Ta: to examine as to condition, situation, or value: APPRAISE

1b : to query (someone) in order to collect data for the analysis of some aspect of a group or
area

2 : to determine and delineate the form, extent, and position of (such as a tract of land) by
taking linear and angular measurements and by applying the principles of geometry and
trigonometry

3 : to view or consider comprehensively

4 : INSPECT, SCRUTINIZE

: to make a survey

So, to survey is to examine, query, inspect, scrutinize data, etc. What is the data we collect? It depends on
what it is you want to analyze. What's the percentage of people that are ok with clubbing baby seals? Will
you be voting for expanding rights to indignant penguins? Or, for us, can the Wireless LAN (WLAN)
provide what the end users need?



equirements Gathering
R First, we start by determining requirements.

| consider this "surveying". It doesn't
necessarily involve walking around, with your
survey gear, measuring the Wi-Fi. It's
conversation. It's taking notes and pictures on the
wall types, and ceiling heights, and any other
oddities that can impact your potential design.
It's asking questions, "What type of devices are
the most critical?". "What applications does your
organization rely on?". "How many devices will be
connected at peak, in the morning, on the 2nd
shift?". "What are the areas of highest user
density?". "What will they be doing on those
devices?". Real-time services/applications such as
voice, video conferencing, etc. have different
requirements than say, web-browsing, e-mail, and
accessing a database. Are you looking to perform
large data-transfers? That's different than needing
to open a file from a shared network folder, or
printing.

These questions may seem inconsequential
unless you understand the limitations of 802.11.
Every organization does not have the same
needs. And those needs can be different based
on location and can change over time. A cafeteria
may be a "high-density" area but will have a
vastly different design requirement than say, a
large auditorium/lecture/training facility. Wireless
Voice-over-IP has different requirements then a
straight data-only design. Do you need seamless
roaming, where you can stay on a audio, or video
call without dropping as you walk from place to
place? That is a different design from one where
roaming is not required. A supervisor may have a
different idea of wireless use-cases versus the
employees, on the floor, using the wireless day-
to-day, with specific devices. So, | start ALL my
surveys with a requirement gathering, data
collection meeting.

| do this wether | am preparing for a WLAN
design, a Validation Survey, or a Troubleshooting
Survey. How do | know if things are "good", or
"bad", if | don't know what good, or bad is for

this particular deployment? This is a critical step
that many fail to do, and therefore, fail with their
WLAN deployment, because it cannot support
whatever it is the customer needs.

A survey, is a survey, is a survey. Or, is it?

all Attenuation
Measurements

Once I've determined the customer requirements
| can get started on the "wireless" data collection
piece. Often, | will perform what | call Wall
Attenuation Measurements. This typically involves
placing an access point in a room and taking
measurements on both sides of a wall/obstruction
to determine just how much "attenuation”, or
signal loss, is seen in 2.4 and/or 5GHz. This is
important if the purpose of the site visit is to
gather pre-design data, to help make our
Predictive Model more accurate.

In this scenario, | am collecting requirements, and
RF data to get as much detail BEFORE | begin the
design, so | have greater confidence that my
prediction, my mathematical model, will be as
accurate as | can get it. | would rather KNOW that
the walls in the offices are 5dBm of attenuation,
than simply choosing the default "Dry Wall" from
my planning software and hoping for the best.
What if there was a wall that looked like drywall,
but in actuality, is brick covered with drywall for
aesthetics reasons? If you didn't ask, or measure,
you would have no idea, and may cause your
design to fail. You can view a detailed explanation
on how to perform a Wall Attenuation Measure
Survey here.

So, Wall Attenuation Measurements are a type of
"survey".


https://www.youtube.com/watch?v=pIDnQy_CI3Q

P-On-A-Stick Surveys

AP-on-a-Stick, or APOS, simple means |

have a pole, or mounting system of some
kind, and place an access point (AP) temporarily,
at a location and height, where | would like to see
how the RF from this specific AP propagates in
the environment. APOS surveys are helpful in
complex environments like warehouses,
production facilities, or other environments,
where modeling in planning software can be
difficult due to the complexity 3D environment,
you're in. So, by placing an AP at a specific
height, on a specific channel, at a specific power
level, | can measure in the real world, and know,
exactly, how this AP will cover the area we are
interested in. This removes guessing, and we are
using REAL data, not PREDICTED data, to
evaluate coverage and inform our WLAN design.

There are many use cases for APOS. | won't
explain them all here, but common ones are:

* Pre-Design: to validate what AP, or antennas,
work best for your design

¢ Post-Design: to validate a portion of your
predicted AP locations before you deploy

e Wall Attenuation Measurements: to confirm
RF loss through an obstruction

There are others, but these are the ones | use the
most when | do APOS.

alidation Surveys
V Like the name implies, this type of survey is

used to "validate" that a particular WLAN
implementation meets the requirements of the
project. The WLAN is already in place,
configured, and running as intended. With your
survey software, and adapters, you capture data
throughout the entirety of the facility where Wi-Fi
is a requirement. Once you've collected all the
data, on all the channels that you care about (|
typically survey ALL Wi-Fi channels), you can
analyze the data, and compare it to your
requirements to see if it "passes”. Things you
could look at could be: Primary Signal Strength,
Secondary Signal Strength (for roaming), Co-
Channel and Adjacent Channel Interference,
Interfering networks, Rogue APs,
misconfigurations, Channel-width, Channel
usage, and more.

When something is found that does not meet the
requirements, you can then resolve the issue(s),
and perform the survey again, to confirm the
changes made now allow the WLAN to meet the
requirements you have set. | may not always do a
pre-design wireless survey, but | ALWAYS do a
Validation Survey.



ctive Vs. Passive Surveys
A "Active Surveys" - SOUNDS important. As
in, "we need an Active Wireless Survey,
STAT!" | want to be Active, not Passive, don't I?
Well, in the case of wireless surveys, Passive is
where it's at. Let me clarify.

ACTIVE survey implies there is activity. In this
case, we mean actual data being transmitted and
received. In order to perform an Active Survey,
you MUST be connected to an AP. How many APs
can a device connected simultaneously? "There
can be only one, Neo". This means that in order
to perform an Active Survey you MUST be
connected to one AP, and pass traffic. What
DON'T you see when you are connected to a
WLAN? Prepare to be shocked, you do not see
ANY wireless frames! Zip. Zero. None. You can
only see your own traffic, not that of any other
devices, and what you see is upper layer traffic -
things like DHCP, DNS, IP addresses, webpages,
SMPT, etc. Now, that may be great if all you are
interested in is your own traffic, but you won't see
the stuff that MATTERS when monitoring/
surveying Wi-Fi - that is 802.11 frames. That's
where the magic is - in those Management,
Control, and Data Frames that are completely
invisible when you are connected to a WLAN.

Also, when you are CONNECTED to a WLAN you
only see your own traffic, at that time, at location,
with that specific device. You don't see the
ENTIRETY of the WLAN and how neighboring
WLANSs interact with it. Your view is extremely
limited and tells you nothing about the the health
of the WLAN. Suffice it to say, that for me, Active
Surveys are rare, if | do them at all.

""PASSIVE Survey" sounds weak. Who wants to
be passive? The Terminator's not passive, Sarah
Connor ain't passive - | don't wanna be lame! The
truth is Passive Surveys is what you NEED if you
want to see what matters in understanding the

health of a WLAN. By “Passive” | mean, you are
NOT connected to the network. You can only
monitor if you disconnected and listening ONLY.
Passive Surveys allow you see ALL the channels
and networks around you, not just the one you are
connected to for an Active Survey. AND you see
all the 802.11 frames! The magic of how Wi-Fi
actually works! Only a passive survey will reveal
how bad your Co-Channel, or Adjacent Channel
Interference is, or if you have coverage in all the
areas you care about, or SECONDARY coverage
for seamless fast roaming. Passive Surveys can
even reveal details about the configuration of the
WLAN, if you have the right security, are your
Basic, or Supported channels a potential
problem, is there a rogue AP that was brought
into your environment that shouldn't be there?
These are things you cannot see with Active
Surveys.

You can skip an Active Survey, but ALWAYS do a
Passive Survey.

roubleshooting/Optimization
Surveys

These types of surveys are essentially the same as
a Validation Survey, the main difference is the
Validation is simply to confirm that an
implementation meets a set of requirements,
usually as the final part of the planning, design,
and implementation of a new WLAN, whereas
these surveys are to TROUBLESHOOT the cause
of a wireless issue, or to determine if the existing
WLAN design can be improved upon, or
OPTIMIZED for a new, changed, or updated use
case. The process is the same - passive survey, on
all the channels that matter, in all the areas that
matter to the customer. You then analyze the data
and determine if that data meets the
REQUIREMENTS based on what you have
determined by talking to the customer about the
project.
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T akeaways

As you can see, the word SURVEY is a loaded term. It can mean many things to different people. So,
it's important to understand what it is exactly you are looking for, and how you need to collect that

data. It should always start with determining the REQUIREMENTS for the WLAN. Gather as much data as

you can BEFORE you begin a WLAN design. Collect data with a Passive Survey on all the channels you

care about and in all the areas that matter. Finally, analyze the data and hold it up against the

requirements you have determined, to confirm the WLAN meets those requirements, or not.

SURVEY - not as simple as it seems
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